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 (Router CPU Utilization) 
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(router cpu utilization threshold) 
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 2 

/  (TCP/IP Protocol Suite) 

/

1. /

/  Defense Advanced Research 

Projects Agency (DARPA) 

 TCP/IP  (Berkeley Software 

Distribution of UNIX)  

 (de facto standard) 

 (transport protocol stack)  

TCP/IP

 LAN  WAN  4 

 2 /

Application

Transport

Internet

Ethernet

 2 /

 : ,  CCNA 2 Cisco Network Academy Program CCNA 2 ( :
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1.1  (Application Layer)

 (SMTP) ,

(HTTP)  World Wide 

Web (WWW)  (FTP) 

1.2  (Transport Layer)  Transmission Control 

Protocol (TCP)  User Datagram Protocol (UDP) 

 “connection oriented”  

 3 

Source Port (16) Destination Port (16)

Sequence Number (32)

Acknowledgment Number (32)

Data

Offset (4) Reserved (6) Code Bits (6) Window Size (16)

Urgent  Pointer (16)Checksum (16)

Options + Pad (0 or 32 if  Any)

Data (Varies)

Bit 0 Bit 16Bit 15 Bit 31

20

Bytes

 3 

 : , /  (  : 

( ), 2543), 218-219. 

Source Port  16  : 

Destination Port  16  : 

Sequence Number  32  : 

 1 
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Acknowledgment Number  32  : 

 10  50 

 10+50+1=62  61 

 62 

Data Offset (Offset)  4  : 

 4 

 option  offset  5 

 20  (5x4=20) 

Reserved (RSV)  6  : 

Code Bit  6  1 

o URGent  “1”  Urgent pointer 

o ACKnowledgement  “1” 

 Acknowledgement number 

o PuSH  “1” 

o ReSeT  “1” 

o SYNchronize  “1” 

 “0” 

o FINish  “1” 

Window Size  16  : 

( )

Checksum  16  : 

 ( )
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Urgent pointer  16  : 

 URG  “1” 

Options  : 

 offset  5  20 

Pad  0  24  : 

32  (  32) 

“connectionless”

 4 

Source Port (16) Destination Port (16)

Checksum (16)Length (16)

Data (Varies)

Bit 0 Bit 16Bit 15 Bit 31

 4 

 : , /  (  :  

( ), 2543), 208-209. 

Source port  16  : 

Destination port  16  : 

Length  16  :  ( )

Checksum  16  : 
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 3 

o Well-known ports  0  1023 

o Registered ports  1024  49151 

o Dynamic or Private ports  49152  65535 

1.3 (Internet Layer) (Network Layer) 

1.3.1 (IP : Internet Protocol) 

 2  4 

 5  6 

 6

 5  4 

 : , /  (  :  

( ), 2543), 88-90. 
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Version  4  :  4 

Internet Header Length (IHL)  4  : 

 version 

 4  (  32 )  IHL  5  20 

 options  padding 

Type of Service (TOS)  8  : 

Total length  16  :  (

)  16 

 2
16

-1  65,535 

Identification  16 

Flags  3 

Fragment offset  13 

Time to Live (TTL)  8  : 

2
8
-1  255  TTL 

 0 

 (routing loop) 

 64 

Protocol  8  : 

Header Checksum  16  : 

 checksum  0 

 16  (1’s complement) 

 checksum 

 16 

Source IP Address  32  : 
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Destination IP Address  32  : 

Option  : 

 traceroute  ping  5.7 

Padding  0  3  :  option 

 padding  32  padding 

Data  : 

Source IP Address (128)

Flow Label (20)Version(4)

Hop Limit (8)Payload Length  (16)

Next Header/Data (Varies)

Bit 0 Bit 12Bit 11 Bit 31

Traffic Class (8)

Next Header  (8)

Destination IP Address (128)

 6  6 

 : , /  (  :  

( ), 2543), 441-442. 

Version  4  :  6 

Traffic Class  8  : 

Flow Label  20  : 

Payload Length  16  : 

Next Header  8  : 

Next Hop  8  : 

 0 
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Source IP Address  128  : 

Destination IP Address  128  : 

1.3.2 (ICMP : Internet Control Message Protocol)

1.3.3  (ARP : Address Resolution Protocol) 

 data link layer (MAC Address) 

1.3.4  (RARP : Reverse Address Resolution Protocol) 

 network layer  data link layer 

1.4  (Ethernet Layer)  (Data Link Layer) 

 (MAC Address) 

2. /

 (protocol header)

 (encapsulation)

 (decapsulation)

7
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 7 /

          Appl H  :  Application Header 

          TCP H  :  TCP Heard 

           IP H  :  IP Header 

           Ethernet H :  Ethernet Header 

3.

 (Cisco 2007 b) 

3.1  show process cpu 

3.2  (slow performanc) 

3.3

 telnet  (console port)  

 ping 
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 worm 

 worm  access-list 

 show logging 

o ARP Input

o BGP Router High CPU  BGP Scanner High CPU 

o EXEC High CPU Utilization 

o Hybridge Input 

o IP Input 

o IP SNMP (Simple Network Management Protocol) 

 show process cpu 

    CPU utilization for five seconds: X% / Y%;; one minute : Z%; five minutes : W% 

 PID  Runtimes(ms) invokes    uSecs   5Sec  1Min   5Min   TTY   Process 

 X :  (interrupts  process)  5 

 X – Y 

 Y :   interrupts  5 

 Z :  1 

 W :  5 

 PID :  Process ID 

 Runtimes :   (  milliseconds) 

 uSec :  Microseconds  process 

 5Sec :  5 

 1Sec :   1 

 5Min :  5 

 TTY :   Terminal  (0 – 2 :   3 – 15 :  telnet) 

 Process : 
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4.  Packet  Sniffer 

 Packet Sniffer ( 2544 :  79-91) 

 Sniffer 

 Network Associates Inc. 

Sniffer Network Analyzer 

 Network Wire Tapping 

Device  4 

Hardware

Driver

Buffer  Driver 

Software

 Data Link Layer 

 0  1 
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 HTTP, SMTP 

 MAC Address 

 (Promiscuous Mode) 

5.

(

 2547) 

 Packet Sniffer  

 Visual C#   ASP.Net  

 TCP, UDP, ICMP  ARP  
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 (

 2547)  Snort  Swatch 

 ICMP Echo Request  (Ping Flooding)  TCP SYN 

 (SYN Flooding)  (Stealth Post Scan) 

 (OS Determination Scan)  (Web 

CGI Attack) 

 ( 2550)

 tc (Traffic Control) 

 iptables 

 (IP Address  Subnet)

 Priority  tc 

  (Policy) 

 burst 

 (Priority) 
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 3 

 Open Source 

 5 

 1

 2

 3  (Prototype Network System) 

 4

 5

1.

 1.1 

 Open Source 

(traffic control)   (firewall) 

 perl,  php 

 1.1.1  

 1.1.2  

 cpu utilization 
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 1.1.3  

 1.1.4   tc, cbq, iptables

 1.1.5  

 1.1.6 

 1.1.7 

 1.1.8   mrtg  rrdtools 

1.1.9

  (linux pc router) 

 1.1.10  log file  Check Point 

 1.2 

 8 

 8 
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1.2.1

 2 

 (Router CPU Utilization) 

 (SNMP : Simple Network Management Protocol)  

 (Network Traffic)  Perl  

90  5 

 30 

 5  1  5 

Perl  (telnet) 

 4  10 

 threshold 

1.2.2

 threshold 

 (session) 

threshold

 9 
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1.2.3

 cbq  iptables 

 2 

 (Manual Policy) 

 3  (Bandwidth Model) 

 (Priority Model)  (Deny Model) 

1.2.3.1  (Bandwidth Model)

 (Router 

CPU Utilization)  threshold 

1.2.3.2  (Priority Model)

 (priority) 

 (connection)  

threshold  Bandwidth Model  (Router 

CPU Utilization)  threshold 

 (priority) 

 7  3 
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1.2.3.3  (Deny Model)

 (connection)  

 sync flood  

scan port   (Router CPU Utilization) 

 threshold 

(Bandwidth Model)  (128 Kbps) 

(  1) 

 15  3 

1.2.4

MySql  (table) 

1.2.4.2  RcpuTab 

 field 

1 Rip IP Address 6 Varchar 

2 UnitTime 

unix

- Tinytext 

3 Fsecond  5  2 Tinyint 

4 OneMin  1  2 Varchar 

5 FiveMin  5  2 Varchar 

6 TimeStamp  - Timestamp 
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1.2.4.3  PacketCap11, PacketCap12, PacketCap21  PacketCap22 

 field 

1 SaveTime  Unix  10 Varchar 

2 Src_IP 16 Varchar 

3 Src_Port  5 Smallint 

4 Dest_IP 16 Varchar 

5 Dest_Port  2 Varchar 

6 Protocal 

( 16 =  TCP, 17 = UDP) 

4 Varchar 

7 Plength  6 Smallint 

8 Flags  4 Tinyint 

9 Fdata  16  16 Varchar 

1.2.4.4  Use1MinTab  Use5MinTab 

 field 

1 SaveTime  Unix 10 Int (auto) 

2 Client_IP  16 Varchar 

3 BWupload 11 Bigint 

4 BWdown 11 Bigint 

5 ConnUp 10 Int 

6 ConnDown 10 Int 
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7 BadBWUp 11 Bigint 

8 BadBWDown 11 Bigint 

9 BadConnUp 10 Int 

10 BadConnDown 10 Int 

1.2.4.5  RuleTab 

 field 

1 RuleNo  10 int (auto) 

2 RuleModel 

(1 = Bandwidth Model 

 2 = Priority Model 

 3 = Deny Model)

20 Varchar 

3 RuleIP  10 Varchar 

4 RuleTime  Unit 10 Varchar 

5 RuleBWUp 

6 RuleBWDW 

7 RuleConnUp 
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8 RuleConnDW 

9 RuleCount 

(01 = 

 02 =  (Priority) 

 03 = 

 04 = 

 99 = )

2 Varchar 

10 RuleRate  255 Varchar 

11 RulePrio  255 Varchar 

12 RuleAlert 

(0 = 

 1 = 

 2 = 

 3 = 

)

1 Int 

13 RuleCreate  - Datetime 

14 RuleUpdate  - Datetime 

1.2.5

 2 

1.2.5.2  (short message) 

1.2.5.3  (e-mail) 

1.2.6

 Perl  php 

 3 
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1.2.6.2

(connection)

1.2.6.3

 php 

1.2.6.4

2.

 (Module) 

 10 

 10 

 10  (module) 

 Router CPU Process Module 

  30  RcpuDB   RcpuTab 
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 Packet Capture Module  

 RcpuDB  PacketCap11, PacketCap12, PacketCap21, PacketCap22 

 Data Analysis Module  Router Process Module 

 Packet Capture Module  9 

 RcpuDB  Use1MinTab  Packet Capture Module 

 threshold 

 Policy Base Module  Data Analysis Module 

 RuleTab 

 Alert Module  Data Analysis Module  Policy Base 

Module

3.  (Prototype Network System) 

3.1

 2 

3.1.1  (Hardware) 

)  1 

)

1

)  2 

)  (switch)  2 

)  2

) Network card  3 

3.1.2

)  CentOS 5.2 

)  XP 

)  cbq 0.73 
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)  apache server 2.2.3 

)  perl 5.8,  php5 

)  mrtg 

)  MySql Server 5.0

)  wget, ftp  WinScp 

3.2

3.2.1

3.2.2    10 MB 50 MB 

100 MB 200 MB  500 MB 

3.2.3

 128 Kbps 

 256 Kbps  512 Kbps 

3.2.4

3.2.5

 1.2.3 

4.
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 Server  (Prototype Network System) 

 client 

5.

 3.2 
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 4 

 (Limited Router CPU Utilization  “LRCU”) 

 3 

 (Router) 

1.

 Packet Capture (PacketCap) 

 11  

 (Source IP)  (Source Port)   (Destination IP) 

 (Destination Port)  (Flags) 

 (Time stamp)   16 Byte  3  2551 

 25  2551  5 

 90 

  1  2 

 (Router 

CPU Utilization)  12
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Firewall

Router

 11 

 12  Router CPU Utilization 

 12 

 mrtg  Y (CPU Utilization) 

 X 

  1 

(byte)

(MB)

286 – 852 23 – 142,256 24 – 1,453 0.1 – 258.5 
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 1 

 286 

852

 23  142,256  1 

 24  1,453 

 0.1 

MB  258.5 MB  1 

  2 

 2 

 ( )

 224,305  365,754 

 98  1,453 

(

)

(byte)

(MB)

 (80) 224,305 – 365,754 54 – 1,453 125.5  – 765.5 68.5 – 86.8 

 (21) 22,854  – 77,529 98 – 1,453 26.5 – 654.2 18.2 – 30.5 

 (554) 10,895 – 23,065 72 – 1,208 64.5  – 330.2 5.7 – 12.5  

 978 – 1,478 16 – 756 13.8  – 82.6 0.1 – 11.4 
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 64.5 MB  330.2 MB

 68.5 

86.8

2.

.

3.  (Prototype Network System) 

3.1  (PC Router) 

 40 

 client 1  200 MB  Server 

(HTTP)  (FTP)  5  1, 2 

(switch 1, switch 2)  13 

 2 – 3 

 client 1  client 2 

 2 – 3 
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PC Router

 13 

 13 

 Server 

 PC Router 

 (Pentium V)  1.6 GHz 

 512 MB  CentOS 4.2  IP Route

 (switch 1  switch 2) 

 client 1  client 2 

3.2

 14 

2  1  3660 

248 MHz  256 MB  12.2 (T) 

 12 

13

 2  2511  16 

MB  12.0 (9) 

 
 
 
 

 
 
 
 

 
 



35

 70  72 

Router
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 “  2511” 

3.3

 10 MB, 50 MB, 100 MB, 200 MB  500 MB  

 100  5 

 15 

 5  10 MB  7,153 

 50 MB  35,620  100 MB  70,664  200 MB 

82,763  500 MB  82,758 
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3.7   Bandwidth Model
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3.8  Priority Model
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3.9   Deny Model
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ReportRule
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 28 
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 31  threshold 

 32  50 MB 
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 33  500 MB 

 34  128 Kbps 
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 37 

 1

DEVICE=eth1,100Mbit,10Bit

RATE=512Kbit

WEIGHT=10Kbit

PRIO=5  

IP=172.27.8.8,

 2

DEVICE=eth0,100Mbit,10Bit

RATE=128Kbit

 WEIGHT=10Kbit 

 PRIO=5  

 IP=172.27.8.8 
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 3

DEVICE=eth1,100Mbit,10Bit

 RATE=512Mbit      

 WEIGHT=128Kbit 

 PRIO=1  

 IP=172.27.8.8, 

 4

DEVICE=eth0,100Mbit,10Bit

 RATE=512Mbit      

 WEIGHT=128Kbit 

 PRIO=1  

 IP=172.27.8.8 

 5

DEVICE=eth1,100Mbit,10Bit

 RATE=128Mbit      

 WEIGHT=128Kbit 

 PRIO=1  

 IP=172.27.8.8, 

 6

DEVICE=eth0,100Mbit,10Bit

 RATE=128Mbit      

 WEIGHT=128Kbit 

 PRIO=1  

 IP=172.27.8.8 
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 Internet Explorer (IE)  Firefox  (url) 

 (http://172.27.8.89)  38 

 38 

  38 

 6 

 1  (Router CPU 

Utilization)

 2  (connection) 

 3 

 (Normal)  threshold 

 (Alert) 
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 4  (Download)  (Upload) 

 5 

 (Bandwidth,  Priority  Deny Model)

 6 
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